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Agenda

•Phishing

•The global scale of the problem

•Why this is so hard to counter

•Our approach: human-centred cyber security



• some examples of phishing emails 



What is phishing

•Social engineering

•Through email

• Lures victims to perform an action
•provide information
•downloads
• click links







Growth is exponential



Phishing cost US $20b in 2021

Expected to cost US $260b p.a. in 2031



Why is phishing still a problem? 



We have technical solutions
• Protect against hackers but don’t apply to phishing 

• Encryption
• Access Control

• Prevention
• Filtering emails and links
• Detecting intelligence gathering

• Real-time monitoring
• Analysing processes for unusual activity
• Anomaly detection





What makes people susceptible



Why fewer “turned turtle” 
than 100 years ago?

a) Drivers are better trained

b) Cars are better designed





Biometrics can help us understand susceptibility





Phishing Susceptibility Model
Opportunities for support change over time
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Why do we do this 

● Phishing is not going away

● No digital borders so can’t have a “national” solution

● Need innovation to support people to mitigate risk





Hub for transdisciplinary research on 
cyber security

Thanks and please get in touch with us!

Giovanni & Danielle

G.Russello@auckland.ac.nz

D.Lottridge@auckland.ac.nz
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Quick presentation

I I am a lecturer at Computer Science and
Software Engineering department within the
University of Canterbury.

I I work on Information Security, and specifically
on Cryptography.

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!
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Today topic

What is the difference between
Cyber Security

and
Information Security

?

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!
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Defining Cyber Security

Cybersecurity is all about protecting data that is found in electronic form
(e.g. computers, servers, networks, mobile devices) from being
compromised or attacked.

  

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!
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Defining Information Security

Information Security is concerned with making sure data in any form is kept
secure.

  

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!
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Are they so different?

Cyber Security:
I Protecting against unauthorized electronic access to

the data.

Information Security:
I Protecting the confidentiality, integrity and availability

of the data.

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!
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Why Information Security?

To protect the technology and information assets by preventing, detecting
and responding to threats, both internal and external.

  

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!
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Today trend

  

https://www.nzherald.co.nz/nz/
kaseya-ransomware-attack-millions-demanded-in-ransom-as-businesses-scramble-to-stem-impact/ZEVUH4BEMFK5C5SPT5JQ5SQMYE/
https://thespinoff.co.nz/society/06-07-2021/what-should-new-zealand-be-doing-to-fight-ransomware-cyber-attacks/
https://www.stuff.co.nz/business/125654088/kindergarten-group-whnau-manaaki-falls-victim-to-kaseya-ransomware-attack

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!

https://www.nzherald.co.nz/nz/kaseya-ransomware-attack-millions-demanded-in-ransom-as-businesses-scramble-to-stem-impact/ZEVUH4BEMFK5C5SPT5JQ5SQMYE/
https://www.nzherald.co.nz/nz/kaseya-ransomware-attack-millions-demanded-in-ransom-as-businesses-scramble-to-stem-impact/ZEVUH4BEMFK5C5SPT5JQ5SQMYE/
https://thespinoff.co.nz/society/06-07-2021/what-should-new-zealand-be-doing-to-fight-ransomware-cyber-attacks/
https://www.stuff.co.nz/business/125654088/kindergarten-group-whnau-manaaki-falls-victim-to-kaseya-ransomware-attack
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Information Security here and now

An email from UC IT Services last year:

“From 9am on 15th October [2020], we will be disabling TLS 1.0 and 1.1
support for UC Remote Access via go.canterbury.ac.nz for security
reasons.
To connect, your browser and operating system will need to support TLS 1.2
or 1.3.”

I TLS is a protocol for secure communication over the Internet
I You use TLS as soon as you are browsing on the Internet
I TLS 1.0 and 1.1 have been deprecated since several years (well before

2020)!

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!

go.canterbury.ac.nz
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NZ businesses versus Information Security?

I The Christchurch-based cryptocurrency exchange Cryptopia was
founded by Rob Dawson and Adam Clark in 2014.

I An online platform where one type of cryptocurrency (e.g. Bitcoin) can
be traded for another (e.g. Ethereum).

I Done through a “trading pair” which is essentially the market between
the two cryptocurrencies allowing users to trade one for the other.

I These exchanges take custody of a user’s funds to trade.

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!
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NZ businesses versus Information Security!!!

  

https://thespinoff.co.nz/business/28-05-2019/how-new-zealand-company-cryptopia-lost-over-20-million-from-a-hack/
https://news.bitcoin.com/troubled-nz-crypto-exchange-cryptopia-suffers-another-hack-in-the-midst-of-liquidation-process/

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!

https://thespinoff.co.nz/business/28-05-2019/how-new-zealand-company-cryptopia-lost-over-20-million-from-a-hack/
https://news.bitcoin.com/troubled-nz-crypto-exchange-cryptopia-suffers-another-hack-in-the-midst-of-liquidation-process/
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All kind of businesses!

I US Department of
Homeland Security

I “As the complex threat
environment continues
to evolve and loom, the
Department will embody
the relentless resilience
of the American people
to ensure a safe, secure,
and prosperous
Homeland.”

https://www.dhs.gov/sites/default/files/publications/2018%20AEP_Threats_to_Precision_Agriculture.pdf

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!

https://www.dhs.gov/sites/default/files/publications/2018%20AEP_Threats_to_Precision_Agriculture.pdf
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Information Security is needed!

I Most businesses/individuals have information that needs protection.
I Threats are everywhere and attacks are getting more impressive.
I Security breaches are expensive:

I Data breaches cost an average of $3.86 million in 20201

I Information security is required:
I USA Federal Information Security Management Act
I EU General Data Protection Regulation

1Ponemon Institute
Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!



13
The end!

Thank you for your attention!

Contact me: clementine.gritti@canterbury.ac.nz

Clémentine Gritti | Another presentation on Cyber Security? No, a presentation on Information Security!

clementine.gritti@canterbury.ac.nz


Questions welcome.

Speaker’s Science Forum
Aotearoa New Zealand

Kia ora, thanks for attending!


